Cyber Crime Alert

Please be aware that emails can be scammed. For payments to us, we will never
notify you of our bank details or a change to our bank details by email. If you
receive an email of this type, please contact us immediately (do not use any
contact details provided in the email to do this) and do not make any payment to
the account stated.

Please note that we will not request any more than £1,000.00 at the outset of the
transaction and deposit monies are not required until we are in a position to
exchange Contracts. This is not likely to happen in the first four weeks of the
transaction.

If you receive any request as detailed above, do not hesitate to contact us and if
ever in doubt, we urge you to call the office to verify this verbally on our usual
office number.

To safeguard our clients, the firm recommends that a trial sum of £10.00 be sent
to us prior to any large transfers being made to enable us to confirm receipt.
Further details are included in our initial Bank Security Letter, which will be
posted to you at the outset of the transaction.

For payments to you, if you wish to notify us of a change of your own bank
details to those originally provided by you, please note that we will not accept
these by email without additional documentation and confirmation being
provided.




CAN YOU AFFORD TO LOSE
YOUR ENTIRE DEPOSIT OR
PURCHASE MONEY?
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m Setstrong and separate passwords for your
accounts, and make sure that you have anti-
virus software installed on your devices; these
frauds usually rely on email accounts being
compromised. To create a strong password,
simply choose three random words. Numbers
and symbols can still be added if required.

m Avoid posting on social media about buying/
selling your house or getting a mortgage.
Fraudsters may get hold of this information
and, knowing the next step is a large financial
transaction, seek to target you.

B Avoid using public or unprotected Wi-Fi
systems to check emails when you are buying
a house. Fraudsters can easily hack into
vulnerable Wi-Fi systems.

m If you are making a payment to an account for
the first time, transfer a small sum first and
then check with the law firm, using known
contact details, that the payment has been
received.?

How to protect yourself from becoming
a victim of conveyancing fraud

B Get bank details from your law firm either
in person or over the phone at the start
of the conveyancing process and agree a
robust mechanism by which any legitimate
changes in bank details would occur, such
as confirming them in person. Ask them to
confirm the details by post if you’ve obtained
them in person or over the phone.
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